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SUBJECT: AUTOMATIC DATA 

1. PURPOSE. To establish responsibilities and policies for the implementation of 
Government-wide automatic data processing (ADP) standards and for the develop
ment and implementation of Departmentwide ADP standards. 

2. CANCELLATION. DOE 1360.3, AUTOMATIC DATA PROCESSING ANO DATA COMMUNICATIONS 
STANDARDS, of 3-27-79. 

3. SCOPE. The provisions of this Order apply to all Departmental Elements, its 
operating contractors, and to other cost-reimbursement contractors providing 
ADP services to the Department of energy (DOE) as provided by law and / or 
contract and as imp lemented by the appropriate contract i ng officer. 

4. EXCLIJSfON. Government-wide ADP standards i n Federal [nfo rmat ion Processing 
Standards Publications are not mandatory for DOE operat i ng contractors, as 
outlined on page 2, paragraph 8F. 

5. dACKGROUNO. DOE 5300.lA, TELECOMMUNICAT[ONS, of 11-16-81, is being revised to 
establish responsibilities and policies for the implementation of data com
munications standards. 

6. REFrnENCES. 

a. Code of Federal Regulation (CFR ) , titl e 15, subtitle A, part 6, "Stand
ardization of Data Elements and Representations," of ll-5-73, which 
id ent ifi es respons ibilities and provides policies and guidelines for the 
management of activities in the executive branch re l ating to the deve lop
ment, imp lementation, and maintenance of standards for data elements and 
representations used in automated Federal data systems. 

b. Federal Property Management Regulation (FPMR) 101-36.13, "Implementation 
of Federal [nformat io n Processing Standards Publications and Federa l 
Telecorrmunications Standards into Solicitation Documents," 'Hh ich imp le
~ents Federal [nformat ion Processing Standards Publications into so li c it a
tion documents of Federal agenc ies. 

c . DOE 1300.2, DEPARTMENT OF ENERGY STANDARDS PROGRAM, of 12-18-80, wh ich 
establishes general oolicy guide1ines, authorities, and responsibi lities 
for DOE standards programs and guidelines for participat ion in private 
sector standards organizations. 

d. DOE 1360.1, ACQUISITION ANO MANAGEMENT OF AUTOMATIC DATA PROCESS ING 
EQUIPMENT ANO RESOURCES, of 8-9-78, which estab li shes Departmental po li 
cies and procedures for the acquisition and management of ADP equipment 
and resources. 
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e. DOE 5300.lA, TELECOMMUNICATIONS, of 11-16-81, which establishes policy and ( - ; 
general guidance for the use, review, coordination, and provision of tele
cormtunications services. 

7. DEFINITIONS. 

a. Federal Information Processing Standards Publications are Government-wide 
ADP and data corrvnunications standards or guidelines issued by the National 
Bureau of Standards. The objectives of the Federal Information Processing 
Standards Publications program are to: (1) facilitate the interchange and 
sharing of data, programs, and equipment by Federal agencies and the 
public; (2) improve the performance and quality of ADP products developed 
or acquired by Federal agencies; and (3) enhance the effective utilization 
of ADP products and services by Federal agencies. A listing of current 
Federal Information Processing Standards Publications is provided as 
Attachment 1. 

b. ADP SERVICES include systems analysis and design, programming, soft•..iare 
co nvers io n, AD P facilities :nanagement, and ADP equipment operation. 

8. POLICY. In order to promote efficiency and economy in the acquisition and use 
of ADP systems, it is Departmental policy to: 

a. Facilitate the interchange of machine sensible data, computer programs, 
and computer components and devices wi th in DO E and between DO E and other 
agencies. 

b. Establish, where applicab le , common and uniform DOE-wide standards for ADP 
systems. 

c. Maximize the productivity of technical personnel. 

d. Maximize current investments in computer programs, data files, and person
nel when acquiring new ADP equipment. 

~- Stimulate competition and facilitate the arocurement of portions of 
computer syscems from diffe rent suppliers. 

f. Encourage DO E operating co nt ractors to comoly with th e intent of ADP stan
dards i n f="ed era l Informa t ion Processing Scandards Pub l icati ons ·..ihen it is 
i n the best interests of che Governmen~ to do so. AD P standarcs i n 
Federa l Info rmat ion Process ing Standaras .J1Jb l icatio ns are not mandatory 
for Departmental contractors, unless the very subject matter of the 
contract (or a severab le portion of the co ntract ) i s the supplying of ADP 
services to t he Department. 
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9. RESPONSIBILITIES ANO AUTHORITIES. 

a. Director of Administration. 

3 

(1) Approves or disapproves requests for waivers from the use of man
datory standards included in Federal Information Processing Standards 
Publications, and, when required, requests approval from the 
Secretary of Commerce or the Administrator of the General Services 
Administration. 

( 2) Acts as the DOE off icial po i nt of contact on all ADP standards. 

(3) Approves and i ssues DOE-wide ADP standards, i n coordinat ion with 
other appropr i ate DOE organ iz ati ons. 

( 4) Aoproves or di sapproves requests for wa ivers from the use of man
datory DO E-w ide AD P st andards . 

(5) Mainta i ns offi c i al Depar t men tal li ai son with th e [nter na tio na 
St andards Organ i za ti on, the Amer ican Nat iona l St andards Ins titut e, 
t he Nati onal Bureau of Standards, and with ot her Federal agenc ies and 
non-Federal organ i zations concerned with ADP s t andards. Ass igns spe
cifi c st andards efforts to t he appropriate Heads of Departmenta l 
Eiemen t s. 

( n ) Des ig na t es represen tativ es from th e Of f ice of Adm 'nistrat ion or other 
DO E organi zatio ns, as appropr i at e to the i r are a of re spons ibility , to 
serv e on ta sk fo rce s and co mm itt ees per t ai ni ng to ADP s t and ards. 

( 7) Di s tr i bu t es or ar ranges fo r th e di s tri bu t ion of Fed er a l Informatio n 
Proc essi ng Stanaards Pub lic ati ons and ot her doc umentat ion co nc ernin g 
AD P s t andaras to Oepar t men t a l Elements and to co nt rac tors. 

(8) aro vides overa ll guidance to DOE and cont rac to r organ i zati ons in the 
aop li cat ion and use of ADP st andards and re l ated i nfo rmat ion i nc luded 
in red eral [nfo rma ti on Process i ng Standards ?u bli cat ions and FP MR s . 

b . Oirecco r of ?rocurement and Ass i stan ce Manageme nt 1ssu re s tha t acquisi 
tio ns of ADP hardwa re and softw are co nfo rm with ~h e Jrocedures and stan
aa rds co nta i ned in red er a l Info rmat·o n Process ing Standards Pu b icat ions, 
FP MR 101 - 36. 13, or JOE -wid e ~DP standards, when aopro pr iat e. 

c . Heads of Dep ar tmen ta l Elemen ts . 

( 1) Par t ici pa t e in the deve lopmen t and / or review of ADP s t andards wh ich 
app ly to the ir area of respons ibility . 
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(2) Ensure that DOE personnel are informed of existing standard.sand that 
they are implemented and enforced when applicable. 

(3) Advise the contracting officer which contracts must implement this 
Order and which specific parts of the Order must be implemented. 

(4) Submit requests for waivers to the Director of Administration. 

(5) As appropriate for their areas of responsibility, and in coordination 
with the Director of Administration, maintain liaison with the 
International Standards Organization, the American National Standards 
Institute, the National Bureau of Standards, and with other Federal 
agencies and non-Federal organizations. 

d. Administrator, Energy Information Administration , in addition to respon
sibilities on page 3, paragraph 9c: 

( 1) Formulates, approves, and issues DOE -w ide standards fo r energy infor 
mation, in coordinat ion with other app ropriate DOE or ganiza tions. 

(2) Approves or disapproves requests for waivers from the use of man
datory DOE-wide standards for energy information. 

(3) Adv i ses and assists DO E and contractor offices in standardization 
efforts relating to energy informat ·on . 

e. Assi stant Secretary fo r Defense Proqrams, in addition to responsibilities 
on page 3, paragraph 9c, establishes personnel security, physical security , 
and ADP systems security standards for : l assified i formation. 

~ILL [AM S. HEFFELFINGER 
8irector of Ad min istratio n 
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FEDERAL INFORMATION PROCESSING STANDARDS PUBLICATIONS (FIPS PUBS) 

F[PS No. 

0 
1- 1 1/ 
2 T; 
3-1 

4 
5-1 
6-3 

7 1/ 

8-4 
9 
10- 2 

11 -
12- 2 
13 
14- 1 
15 .. U 

6- l:/ 

17 - 1 l/ 

19 
20 

? - 1 
22 -1_;_; 

23 

25 

Title 

General Description of FIPS Register 
Code for [nformation Interchange (ASCII) 
Perforated Tape Code for Information Interchange 
Recorded Magnetic Tape for Information 

Interchange (800 CPI, NRZI) 
Calendar Date 
States and Outlying Areas of the U.S. 
Count ies and County Equ ivalents of the States 

of the U.S. and District of Columbia 
Imp lementat ion of Code for Informat ion 

Interchange and Related Media Standards 
Standard Metropol i tan Statistical Areas (SMSAs ) 
Congress iona l Distr·c t s of t he U.S. 
Countr ies, Dependenc ies and Areas of Spec ial 

Sovere ·gnty 
Di c t ·onary for Informat ion Process ing 
Federal Informat ion Processing Standards Index 
Rectangu lar Ho les in 12-rtow Punched Cards 
Hollerith Punched Card Code 
Subsets of Standard Code for Informat ion 

·n t erch ange 
3it Seq uenc ng of Co de fo r Informat ion 

[nt er change in Ser ia l -Sy-Bit Data Transmiss ion 
Ch arac t er St ru ct ure and Character Pari ty Sense 

fo r Ser ia l -B y-B it Dat a Communicat ion in Co de 
fo r info rmat ion [nt ercnange 

Char acter Struc tu re and Character ?ar i ty Sense 
f or Para ll e l -By-B i t Data Corrmun icat ion in 
Code fo r Information [nterchange 

Guidelines for Reg i ster ing Data Codes 
Gu ide li nes for Descr ibing Informat ion 

Interchange Formats 
CvBOL 
Sync hr onous Si gna li ng ~a t es Between Data 

Termina l and Data Commun icat ion Equipment 
Obj ec t ives and Requ iremen t s of t he FIPS Program 
Flowc har t Symbo l s 1nd 7he ir Usage n 'n f ormat ion 

,Jroc es s ing 
Recorded Magnet ic Tape for Informat io n 

rnterchange ( 1600 CP , Phase Encoded ) 

Date 

11-1-68 
12-24-80 
11-1-68 

6-30-73 
11-1-68 
6- 15-70 

12- 15- 79 

3- 7-69 
6- 30- 74 
11 - ,4-69 

3- 1- 77 
9-30- 77 
12- 1- 74 
10- 1- 71 
12-2£1-80 

0- ; - 71 

9- 1- 77 

9- 1- 77 

9- 1 - 77 
2- 1- 72 

3- - 72 
,2- 1- 75 

9- 1 - 77 
2- 15- 73 

6- 30 - 73 

6- 30 - 73 

1/ FIPS PUBS t hat either are or include data communication standards . 



Attachment 1 
Page 2 

FIPS No. 

25.!/ 

21.U 

28 

29-1 

30 

31 

32-1 
33 
34 

35 
361:_ / 

371/ 

38 

39 
40 
41 

42 -1 

43 

44 
'15 

46_!/ 
47 
48 

49 

50 
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Title 

One-Inch Perforated Paper Tape for Information 
Interchange 

Take-Up Reels for One-Inch Perforated Tape 
for Information Interchange 

Standardization of Data Elements and 
Representations 

Interpretation Procedures for Federal Information 
Processing Standard Programming Languages 

Software Summary for Describing Computer Programs 
and Automated Data Systems 

Guidelines for ADP Physical Security and Risk 
Management 

Optical Character Recognition Character Sets 
Cha racter Set for Handprinting 
Guide f or Use of International System of Units 

(SI ) in Federa l Information Process ing Standards 
P~b li cat ions 

Code Extension Techniques in 7 or 8 Bits 
Graphic Representation of Control Characters of 

ASCII (FIPS 1) 
Synchronous High Speed Data Signaling Rates 

Between Data Termi nal Equ ipment and Dat a 
Commun icat ions ~qu ipment 

Guidelines fo r Documentat ion of Computer Progr~ms 
and Automated Data Systems 

Glossary for Comouter Systems Security 
Gu·de l i ne for Opti ca l Charac~er ~ecognit ion For~s 
CJmputer Securicy Guide ] ines for Implementing che 

Privacy Act of 1974 
Guide li nes for Benchmarking ADP Systems in the 

Competit iv e Procurement Environment 
Aids fo r Program COBOL Convers ion (FIPS 21 to 

r IPS 21 - 1) 
COBOL Coding Form 
Gu ide of the Qeve lopment, [mp emencat ion, and 

~aintenance of Standards for th e Representat io n 
of Computer Processed Data E ements 

Data Encryption Standard 
Federal Standar d COBOL Pocke t Gu ide 
Guide li nes on ~1a lu at ion of Techn ique s for 

Automated Personal Identificat ion 
Guide lin e on Computer Performance Management: 

An Introduct ion 
Recorded Magnet ic Tape for Informatio n Inter 

Change, 6250 cp i ( 246 cpmm) , Group Coded 
Recording 

Date 

6-30-73 

6-30-73 

12-5-73 

12-31-81 

6-30-74 

6- 74 
6-25-82 
10- 1- 74 

1- l - 75 
6-1- 75 

6-1-75 

6- 15- 75 

2- 15- 76 
2- 15- 76 
5- 1- 76 

5-30-75 

5-15-77 

12- 1- 75 
9- - 76 

9- 30 - 76 
1- 15- 77 
2- 1- 77 

4- l - 77 

5-1-77 

2- 1- 78 

1/FIPS PUBS that either are or include data communication standards. 

·( 
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FIPS No. 

51 

52 

53 

54 

55 

,- ,. 
JO 

57 

58 

59 

60-
61 - 1 
62 

63 

54 

65 

66 
67 

6a 
69 
70 

71 .::../ 

72 
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Title Date 

Magnetic Tape Cassettes for Information 
Interchange (3.810 mm [0. 150 in] Tape at 32 
bpmm [800 bpi], PE) 2-1-78 

Recorded Magnetic Tape Cartridge for Information 
Interchange, 4-Track, 6.30 mm ( 1/4 in), 63 bpmm 
( 1600 bpi), Phase Encoded 7- 15 -78 

Transmittal Form for Describing Computer 
Magnetic Tape File Properties d-1-78 

Computer Output Microform (COM) Formats and 
Red u c t i on R at i o s , 1 6 mm and 1 0 5 mm 7 - 1 5 - 7 8 

Co des for Named Populated Places, Primary Co unty 
Divisions and Other Locational Entities of the 
United States -4-32 

Guidelin e fo r Managing Multivendor Plug-
C::imoatib le AD P Systems 9- 15- 78 

Gu ide li nes for the Measurement of Interact ·ve 
Computer Serv ice Response Time and Turnaround 
Time 

Representat ions of Local Time of the Day for 
Info rmation Interchange 

Representat ion of Universal Time, Local r· me 
Oifferent i :1ls, and Unit ed States Time Zone 
for Lnrorrnac 1on nterchange 

. / 0 Cha nne l [n terf:1ce 
Channel Le 11el Power Control Interface 
Oper:1t ·ona Spec ificatio ns fo r Magnetic 

Tepe Su os ys~:=ms 
Operational Spec ifi cat ions for Rotating ~ass 

Sto rage Su bs ystems 
Gu idelines fo r Doc umentat ion of Computer 

Programs and Automated Data Sy stems fo r 
the Initiation Phase 

Guide li ne fo r Automated Data Process ing R · sk 
,l.na lys is 

Standard Industr i a l Class if icatio n (SIC ) Co des 
Gu ide l ine for Sel ect ion of Jata Entry cau jo-

rnent 
."1in irna l SA S[C 
;=-QR:~AN 
ie~resentat ion of Geog r aph ic ?o int Locat jons 

for [nforrnat ion [nterchange 
Adva nced Data Commun ic:1t ion Co ntro l Procedures 

(AO CCP) 
Gu ide ines fo r Measu rement of Remote Batch 

Computer Servi ce 

3- 1- 78 

2- 1-79 

2- 1- 79 
2- 27 - 79 
7- 13 -32 

2- '. 6- 79 

8- 27 - 79 

3- 1- 79 

3- - 79 
3- 1:- 79 

9-30 - 79 
9--1- -30 
9-d- .30 

10- 21- 80 

5- lll-80 

5- 1-80 

l;FIPS PUBS that e ither are or in clude data communicat ion standards. 
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FIPS No. 

73 

74 .. U 

75 

76 

77 

713 .. U 

79 

30 

3 i_! 
82 

83 

3a. 
35 
86 ~/ 

?, 7 
88 

89 

90 

91 

92 
93 
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Ti tle 

Guidel ines for Securi t y of Computer App li 
cat ions 

Gu idel ines for Implementing and Using the 
NBS Data Encrypt ion St andard 

Gu ide l ine on Construct i ng Benchmarks for ADP 
System Acquis iti ons 

Gui de li ne fo r Pl ann ing and Us ing a Dat a 
Di c ti onary Sys t em 

Guide li ne fo r Pl ann ing and Management of Dat a
base App li ca tio ns 

Gu ide l i ne fo r [mplemen ti ng Adv anc ed Dat a 
Commun ication Co nt r ol Procedures (ADC CP ) 

Magn e tic Ta pe Labe l s and Fil e Structu re fo r 
[nformat ion [nte r change 

Guide fo r th e mplementat ion of F[PS in 
Acqui s iti ons and Des ign of Comp ute r 
Produc t s and Servi ces 

DES Modes of Operat ion 
Gu ide lin e for Ins pec t ion and Qua l ity Co ntrol 

fo r Al phanumer ic Computer-Out put Mi crof orms 
Guide li ne on User Aut hent icat ion Techniques 

fo r Compu t er Ne twork Acces s Co ntrol 
~ic rof i Im Read ers 
Opt ·ca l Cha rac ~er Rec ogn itj on (OCR ) [n ks 
Add . ti ona i Conr rol s for Use wi th Amer ican 

Nat iona l Standard Cod e fo r Info rmatio n 
Inr erchange (~SCI[ ) 

Gu ide li nes fo r ~DP Co nt ingency ? Jann ing 
Gu ide li ne on Integr i ty Assur anc e and Co ntro l 

in Databa se Administrati on 
Opt ical Cha r ac te r Recogn ition (OCR) Ch ar acter 

Pos i tio ning 
Guidel ine fo r Opt ical Character Recogn i t ion 

(OCR ) Pr int Qua li ty 
~agne t ic 7ape Cassettes fo r Inf ormation Int er 

cha nge, Dua l Track Complementary Re tu rn - ta 
Bias (CRB ) ~our -St at es Rec ord ing on 3.81 m 
( 0 . 150 · n. ) T 1pe 

Standard Occuoa r 1ona l Cl ass if ica cion (SOC ) Co des 
Par a l le i ~ecJrd ea ~agnet ic Ta oe Cart r idge fo r 

Info rmat ion [n tErcha nge, 4-Track, 6.30 mm 
( l/ 4 in . ) , 63 bpmm ( 1600 bpi) , Phase Enc ode d 

Date 

6-30-80 

4- 1-81 

9- 18-80 

8- 20 -80 

9- 1-80 

9- 26-80 

10- 17 -80 

12- 19- 30 
12- 2-80 

9- 26-80 

9- 29-80 
10- 31 -80 
l - 7-30 

l - 29-81 
3- 27--3 1 

8- 14-81 

9- '1 - 81 

9- 29 -81 

3- 12-32 
2- 21-,~3 

6- 29 -82 

l;Ff PS PUB th at either are or i nclude da t a commun i cati on s t andards . 

( 

i .. 
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FfPS No. 

94 

95 

96 

97 

98 

Title 

Guideline on Electrical Power 
for ADP Installations 

Codes for the Identification 
of Federal and Federally-Assisted 
Organizations 

Guideline fo r Developing and 
Implementing a Charging System 
fo r Data Processing Services 

Operati onal Spec ifi cat ions fo r Fixed 
Block Ro t ati ng Mass Storage Subsys t ems 

Me ss age Fo rmat fo r Compu ter Sassed Mes sag e 
Sysi: 2ms 

~ttachment 1 
Page 5 (and 6) 

Date 

9-21-82 

12 -23-82 

12 -6-82 

2-4-83 

3- 1-83 




